Connection configuration instructions
to wired and wireless networks
InterLAW
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The conditions for using the InterLAW network

WORKERS:

In order to access the LAW network, you must have active e-mail address in the law.mil.pl or wsosp.pl domain.
The address should be in the form of f.lastname@Ilaw.mil.pl. Workers log in using the e-mail address and domain
password (The same password as for portals ikar.law.mil.pl, Office365).

EXAMPLE:

Login: a.kowalski@Ilaw.mil.pl

Password: domainpassword

The connection configuration dependens on the operating system. The chapters below provide instructions on

how to set up a connection.

STUDENTS:

In order to access the LAW network, you must have active e-mail address in the law.edu.pl or wsosp.edu.pl
domain. The address should be in the form of f.lastnamel234@Ilaw.edu.pl. Students log in using the e-mail
address and domain password (The same password as for portals dziekanat.law.mil.pl, ikar.law.mil.pl,
Office365).

EXAMPLE:

Login: a.kowalskil234@law.edu.pl

Password: domainpassword

The connection configuration dependens on the operating system. The chapters below provide instructions on

how to set up a connection.

DICTIONARY
LMB — Left mouse button
RMB — Right mouse button
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Windows 10 —

onferencjaLAW

ea

Hidden Network

Network & Internet settings

oR )
Mobile
Arrpiane mode hotspot

9:45 AM E
6/22/2020 E

In order to setup the connection LMB click

AT 2 d) P ENG

Network icon to open network connections.

KonferencjaLAW
Secured

LAW
Secured

Enter your user name and password

a.kowalski1234@law.edu.pl

2000000 OCOOIOOOOOOS
Connect using a certificate

oK

ﬁ Hidden Network

Network & Internet settings

o (D]
Mobile
Airplane mode hotspot

9:43 AM E
6/22/2020 4

AOT A J ENG

Enter your e-mail address in law.mil.pl or
law.edu.pl domain and your domain password.

Confirm by LMB click ,,OK”

wireless network

KonferencjaLAW

>EC

/ff:LAW

Secured

E Connect automatically

Hidden Network

rk & Internet settings

tings, such as r

oo «»

Mobile
Airplane mode hotspot

9:46 AM

NOTAD PN o N

Select ,,LAW?” from the list of available networks

and LMB click ,,Connect”

Confirm by LMB click ,,Connect”. Computer
should automatically connect to the ,,LAW?”
network
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Windows 10 — wire network

l VeraCrypt Y Tworzenie

Video Editor
VideoLAN
Visio

VMware

[ ]

Voice Recorder

Weather

Windows 10 - Codec Pack
Windows Accessories
Windows Administrative Tools
Windows Ease of Access
Windows PowerShell
Windows Security AT

Windows System Prezydent

WinRAR

SFEARGEEEEREP S

WinSCP

Waord

b IType here to search

-
'# Remote Access Management

ta Remote Desktop Gateway Manager
Remote Desktop Licensing Diag
Remote Desktop Licensing Manager
Resource Monitor
Routing and Remote Arcess
Services
Shielding Data File Wizard
System Configuration

System Information
Mostly Cloud

7°

Task Scheduler

Template Disk Wizard

Warsaw
Volume Activation Tools
Prezydent

Serbii oglasz
historyczne
Zwycigstwo

Windows Defender Firewall with A...

Windows Memory Diagnostic
News

Windows Server Update Services

l Windows Ease of Access

£ fiype here to search

LMB click ,,Services”
Page4z10



& Windows Update Medic Service
‘G WinHTTP Web Proxy Auto-Discovery Service

*Wired AutoConfig

Enables rem...
WinHTTP i...

Run

‘€ WLAN AutoConfig Start he WLANS...
‘C: WMI Performance Adapter Stop ovides pe...
'\‘:;?;Work Folders Pause his service ...
& Workstation T reates and... Run
l-f:;)_'; WWAN AUtDCOHﬁg Restart his SEMVICE ...
'-S;z_‘;Xbox Accessory Management Service his service ...
@;Xbox Live Auth Manager All Tasks ovides au...
(.‘ ) - - -
.x:)“)(box L!ve Game Sa.ve . Refresh h!s serv!ce
&k Xbox Live Networking Service his service ...
| Properties |
Help

In the ,,Services” window RMB click ,,Wired AutoConfig” and LMB click ,,Properties”

Wired AutoCeonfig Properties (Local Computer)

General LogOn  Recovery Dependencies
Service name: dot3sve
Display name: Wired AutoCorfig
Descrintion: e Wired AutoConfig (DOT3SVC) service is ~
sscrpten F;hspunsjble for perfoming IEEE 802.1X .
= thardinatinn am Bthamat irdadanras B s cooraet
Path to executable:

CAWINDOW S system 32 avchost exe & Local SystemMetwork Restricted p

Startuplr)'pg :

Automatic W

Automatic iDel# Starti

Manual

Disabled
PTG

Service status:

Start Stop Pause Besume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

Cancel Apply

»Apply”. Close window ,,Services”

In the open window select Startup type: ,,Automatic”. Next LMB click ,,Start” and confirm by LMB click
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All Apps Documents Settings Email

I_-| ncpa.cpl N
Control panel item

Settings

% View network connections >

L ncpa.cpl I

LMB click on menu ,,Start”, and find ,,ncpa.cpl”. Next LMB click on ,,ncpa.cpl”

!E_" Metwork Connections

Ly !E_" Control Panel > Network and Internet » Networl nnections
Organize = Disable this network device Diagnose this connection Rename this connection Change settings of this connection s~ [ 9
— Ethernet — Ethernet 2 — Potgczenie lokalne
'%Ef“ Metwork cable unplugged L-.\,,E Sied 8 'L\DE . Metwork cable unplugged
& = Intel(R) 1210 Gigabit) ﬁ Di net Connection 1217... 3§ @ TAP-Windows Adapter V9
:. Wi-Fi Status
S o Mot connected )
%K il 10 -Link Wirelessus Diagnose
!;1 Bridge Connections
Create Shortcut
Delete

Rename
4items | 1item selected |
Properties

RMB click ,,Ethernet” and select ,,Properties”
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B Ethernet Properties

N

Ne‘tworI(ing Authertication Shlring

Select this option to provide authenticated network access for
this Bthemet adapter.

[]iEnable IEEE 802.TX authentication:

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) ~ Settings

Bemember my credertials for this connection each
time I'm logged on

Fallback to unauthorized network access

Additional Settings...

Cancel

LMB click ,,Authentication”, and LMB click ,,Settings”

Wiasciwosc chronionego protokotu EAP >

Podczas faczenia:

[ 5prawds tozsamost serwera, weryfikujac certyfikat

—
L o g o e e

srv L;srv 2. *.srv3Y, com):

Zaufane gtdwne urzedy certyfikacii:
M AddTrust External CA Root
[] Baltimore CyberTrust Root
[ certum cA

[] certum Trusted Network CA

[] chambers of Commerce Root - 2008

[] class 3 Public Primary Certification Authority

[] coMODO RSA Certification Autharity Y]
£ >

Powiadomienia przed polgczeniem:

Monituj uzytkownika, jesh nie okreslono nazwy serwera lub certyl

Wybierz metode uwierzytelniania:
Bezpieczne hasto (EAP-MSCHAP v2) w Konfiguruj. ..
Wicz szybkie lgczenie ponowne

[JRoztacz, jesli serwer nie przedstawi obiektu TLY powigzania
kryptograficznego

[ wiacz prywatnosé
tozsamosd

Anl

Uncheck ,,Verify the server’s identity by validating the certificate”, and confirm by LMB click ,,OK”
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@ Ethernet Properties

Metworking Authertication  Sharing

Select this option to provide authenticated network access for
this Ethemet adapter.

[~]Enable IEEE 802 1X authertication:

Choose a network authentication method:

Microsoft: Protected EAP (FEAF) ~ Seftings

Bemember my credentials for this connection each
time I'm lagged an

Fallback to unauthorized network access

Additional Settings ...

Cancel

In open window ,,Ethernet Properties” in tab ,,Authentication” LMB click ,,Additional Settings”

Advanced settings

802, 1¥ settings

Spedify authentication mode

{ser authentication Y Save credentials

Delete redentials for all users

[C]Enable single sign on for this network

Perform immediately before user logon

Perform immediately after user logon

3

Mazimum delay (seconds): 10

4

Allow additional dialogs to be displayed during single
sign an

This network uses separate virtual LAMs for machine
and user authentication

Cancel

Check ,,Specify authentication mode” and select ,,User authentication”

LMB click ,.Save credentials”
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Windows Security

Save credentials

Saving your credentials allows your computer to connect to the

network when you're not logged on (for example, to download
updates).

a.kowalski1234@law.edu.pl *

SRRSO RBRR

In open window ,,Windows Security”
Enter your e-mail address in law.mil.pl or law.edu.pl domain and your domain password.
Confirm by LMB click ,,OK”
Computer should automatically connect to the ,,LAW” network
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Android — wireless network

In order to setup the connection press Applications, Settings, Wi-Fi. Connect to the ,,LAW?” network. The
configuration may change from the version of the android system.

Enter following information:

In open window press ,,Advanced settings” and M98 B @

select Phase 2 authentication ,,MSCHAPV2” and < LAW

press ,,Save”.

EAP method

Advanced PEAP ¥

a.kowalski1234@law.edu.pl
Phase 2 authentication

IP settings

DHCP ¥ CA certificate

Proxy

None ¥ MAC address type

Metered network Auto reconnect

Advanced

EAP method: ,,PEAP”

Phase 2 authentication: ,, MSCHAPV2”

CA certificate: ,,Don’t validate”

Identity: Enter your e-mail address in law.mil.pl or
law.edu.pl domain

Password: Your domain password

ATTENTION

In case of failure check your login, the android system can insert auto-space.
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